Cyber Security Partners

All Services

Audit Cyber Consultancy
Assurance

Cloud Security Data Governance,
Consultancy Protection Risk &
Compliance
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Gap analysis

A point in time assessment of your
status against your chosen cyber
security framework:

. 1SO27001

. Cyber Essentials

. NIST Cyber Security Framework.

We will:

. assess your policies, people,
technology and process security
controls

. provide a summary report of:

. areas of good practice
. opportunities for
improvement

. potential non-compliance.

Are my internal controls good
enough?
CSP can help answer your controls
guestion with our Audit Services.

Implementation

Following the identification of gaps,
we will design and recommend
controls to improve your cyber

security status.

We will recommend and design:

. plans to improve security
posture

. policies and processes

. technical controls.

Throughout the engagement we will
provide:

. progress reports

. templates as required.

Mock audit

A ‘practice-run’ audit engagement,

against your chosen cyber security

Framework:

. 1SO27001

. Cyber Essentials

. NIST Cyber Security
Framework.

We will provide:

. a consultant to simulate an
audit with your staff

. a scope and pre-defined
questions

. a summary report of:
. areas of good practice
. opportunities for

improvement

. potential non-compliance.
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Can | with confidence, say our
controls are robust?

Gap analysis

A security control maturity assessment against a

cyber security framework of your choice including:

. NCSC cloud security principles and guidance.
. NCSC Cyber Assessment Framework (CAF)

. Cloud Security Alliance Cloud Controls Matrix
. your internal policies and standards.

We will:
. assess your security controls categorised as
people, policy and process
. provide a summary report of:
. areas of good practice
. opportunities for improvement
. potential non-conformances.

Cyber
Assurance

Implementation support

To mitigate any gaps or non-conformances, we
will design and recommend controls to improve

your cyber security posture.

We will design and recommend:
. plans to improve security maturity
d policies and processes

. technical controls.

Throughout the engagement we will provide:
. progress reports
. templates as required.
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CSP can help provide security subject
matter experts with our Consultancy

Services.

Consultancy options

Our consultants provide
independent and pragmatic cyber
security advice and guidance

tailored to your business.

We have extensive experience
across a wide range of skills:

. security bid writing

. technical security

. data protection

. risk assessment

. supply chain assessment.

Security programme and
project management

Our consultants can lead
programmes and projects to help
improve your security status.

We have experience across
organisations of all sizes, managing
projects delivering real business
benefits.

Projects we cover:

. security implementation
. business transformation
. security maturity

improvement.

Security Management
as a Service

We act as security managers for
your business, on a full-time, part-
time or ad-hoc basis, to let you run

your business.

We will:

. be part of the team to secure
your business

. help build and maintain your
security controls

. write policies, processes and
procedures

. develop reporting metrics

. take responsibility for

reporting on compliance.
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Is the cloud right for my business? &
CSP’s Cloud Consultancy Services can
help answer your question.

Pre-cloud consultancy

We will help you answer:
“is moving to the cloud right for my business?”

We will:

. discuss with you, your business requirements
to move to the cloud

. identify cloud appropriate cloud models

. identify cloud security requirements

We will provide a report detailing which cloud
solution models may be appropriate for your
business and recommend cloud models, such as
Software as a Service (SaaS), Infrastructure as a
Service (laaS), Platform as a Service (PaaS).

Cloud Security
Consultancy

Post-cloud consultancy

We will help you answer:

“is the cloud still right for my business?”

We will:

discuss with you, your current cloud solution
review your existing cloud security design
recommend security control improvements
highlight alternative technical solutions
where appropriate.

We will provide a report with cloud security

control improvements and alternative cloud

models such as Software as a Service (SaaS$),

Infrastructure as a Service (laaS), Platform as a

Service (PaaSs).
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CSP can provide subject matter
expertise with our Data Protection
Services.

Gap analysis

An assessment of your security controls using

relevant legislation:

UK Data Protection Act 2018 (DPA)

The UK General Data Protection Act (UK
GDPR)

Privacy & Electronic Communications
Regulation (PECR)

Freedom of Information Act 2000
Human Rights Act 1998.

We will:

assess your policies and processes
provide a summary report of:

* areas of good practice

e opportunities for improvement

* potential non-compliances.

Data
Protection

Implementation support

A defined series of engagements, using relevant

legislation:

UK Data Protection Act 2018 (DPA)

The UK General Data Protection Act (UK
GDPR)

Privacy & Electronic Communications
Regulation (PECR)

Freedom of Information Act 2000
Human Rights Act 1998.

We will:

help design your people, policy and process
controls

provide a summary report of:

. areas of good practice

. opportunities for improvement

. potential non-conformances.



Governance, Risk
& Compliance

How do | implement security risk in
my business? [§ =

CSP’s Governance Risk and
Compliance Services can answer your
security risk question.
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Governance gap analysis Risk assessment Compliance assessment
A point in time assessment A defined series of engagements A defined series of engagements
of your governance controls using best  reviewing risk assessment using your chosen framework.
practices and industry recognised methods.
standards. We will:

We will assess policy compliance for: We will: *  assessyour compliance
. review your risk assessment framework: using industry
. risk assessment .
framework recognised frameworks,
. software governance N
' o . perform cyber security risk such as;
: business continuity assessments . 1SO27001,
governance . recommend improvements . NIST Cyber Security
' change control boards. to the risk assessment Framework,
methodology where . Cloud Security Alliance
We will provide reports highlighting: &y y
appropriate. Cloud Controls Matrix.
¢ areas of good practice Throughout the engagement we
. suggested improvements Throughout the project we will will:
. potential non-compliances. provide:
. provide reports
*  progress reports e areas of good practice

*  best practice templates. +  recommend improvements.



Contact Us

Kevin Else

Sales Director

kevin.else@csp.partners

07962 289 255

Cyber Security Partners Limited, Yorkshire House, Greek Street, Leeds, LS1 5SH.
Company registration number: 12364761 | ICO registration number: ZB001933
WWW.Csp.partners May 2024
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