Cyber Security Partners

Cyber Assurance
Services

Gap analysis
service

Implementation
service




Why cyber

assurance?

Cyber assurance provides confidence in your applied security controls.

Business challenges

* investment and budget constraints

* Board perception

* business reputation

* shareholder perception
e competitive advantage

* business acquisitions




What is cyber

assurance?

A CSP consultant will inspect your security controls using our assurance

methodology and provide a point in time assessment.

Frameworks we use for assurance

* National Cyber Security Centre (NCSC)
frameworks and principles

* NIST Cyber Security Framework

* Cloud Security Alliance Cloud Controls Matrix

Our assurance skills will also apply to assessments

using internal or bespoke standards.

Our experience

CSP’s highly experienced consultants have

extensive backgrounds in inspecting
controls against NCSC, NIST
and other international

standards.




About our

cyber assurance
services

Gap analysis service

A point in time assessment to establish your
cyber security baseline. This will cover your

internal processes and in-house systems.

Using your chosen framework, we will assess
your policies, people, process and technology

controls.

You will receive a report:
* highlighting areas of good practice

* suggesting areas for improvement.




About our

cyber assurance
services

We will use the results from the gap analysis service as input to our

implementation support service as needed.

Implementation support service

We will help you to:

* review and enhance your policies, processes
and procedures

* develop any missing documentation where
necessary

Throughout the project you will receive regular

progress reports.




Benefits to you
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Our cyber

assurance menu

Service

Framework Gap analysis Implementation
NCSC’s 10 Steps to Cyber Security v v
NCSC’s 14 Cloud Security Principles v v
NCSC’s Cyber Assessment Framework v v

(CAF)

NIST Cyber Security Framework (NIST CSF) v v

Cloud Security Alliance Cloud Controls v v

Matrix (CSA-CCM)

Internal / bespoke standards v v




Cyber Security Partners

Contact us

Kevin Else

Sales Director

kevin.else@csp.partners

07962 289 255
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